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ABSTRACT

The Local Outlier Factor (LOF) is a very powerful anomaly
detection method available in machine learning and classifi-
cation. The algorithm defines the notion of local outlier in
which the degree to which an object is outlying is dependent
on the density of its local neighborhood, and each object can
be assigned an LOF which represents the likelihood of that
object being an outlier. Although this concept of a local out-
lier is a useful one, the computation of LOF values for every
data object requires a large number of k-nearest neighbor
queries — this overhead can limit the use of LOF due to the
computational overhead involved.

Due to the growing popularity of Graphics Processing Units
(GPU) in general-purpose computing domains, and equipped
with a high-level programming language designed specifi-
cally for general-purpose applications (e.g., CUDA), we look
to apply this parallel computing approach to accelerate LOF.
In this paper we explore how to utilize a CUDA-based GPU
implementation of the k-nearest neighbor algorithm to ac-
celerate LOF classification. We achieve more than a 100X
speedup over a multi-threaded dual-core CPU implementa-
tion. We also consider the impact of input data set size, the
neighborhood size (i.e., the value of k) and the feature space
dimension, and report on their impact on execution time.
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D.1.3 [Programming Techniques|: Concurrent Program-
ming—parallel programming
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1. INTRODUCTION

The Local Outlier Factor (LOF) [3] algorithm is a powerful
outlier detection technique that has been widely applied to
anomaly detection and intrusion detection systems. LOF
has been applied in a number of practical applications such
as credit card fraud detection [5], product marketing [16],
and wireless sensor network security [6].

The LOF algorithm utilizes the concept of a local outlier that
captures the degree to which an object is an outlier based
on the density of its local neighborhood. Each object can
be assigned an LOF value which represents the likelihood
of that object being an outlier. High LOF value are used
to identify data objects that are potential outliers, whereas
low LOF values indicate a normal data object.

1.1 Applying LOF to Intrusion Detection
Intrusion Detection Systems (IDSs) have become one of the
fastest growing technologies within the security arena. As
the ubiquity of computers and computer networks has grown,
the threat posed and damage caused by cyber attacks has
multiplied. Therefore, the need to develop robust and re-
liable IDSs is becoming increasingly important. There are
two major intrusion detection techniques: signature-based
detection and anomaly detection. Signature-based detec-
tion discovers attacks based on the patterns extracted from
known intrusions. Such systems have low false positive rates,
but cannot detect new attacks absent in the signature file.
Anomaly detection, on the other hand, identifies attacks
based on the deviations from the established profiles of nor-
mal activities, and the assumption is that attacks deviate
from normal behavior. Most existing anomaly detection sys-
tems suffer from high false positive rates. This occurs pri-
marily because previously unseen (yet legitimate) system be-
haviors are also recognized as anomalies, and hence flagged
as potential intrusions.

To overcome this issue, there has been much interest in
employing outlier detection methods for anomaly detection.
Outlier detection methods aim to find the unusual activities
that are different, dissimilar and inconsistent with respect
to the remainder of the data set, based on some measure [2].
It has been shown that outlier detection techniques are ef-
fective in reducing the false positive rate with the ability
to detect unseen attacks. LOF has been shown to perform



well in detecting abnormal behavior in a network Intrusion
Detection System (IDS) [10]. LOF has been used to iden-
tify several novel and previously unseen intrusions in real
network data that could not be detected using other state-
of-the-art intrusion detection systems such as SNORT [14].

1.2 LOF Computational Overhead

Unfortunately, the LOF algorithm’s time complexity is O(1?),
where 7 is the data size. It is designed to compute the LOF
for all objects in the data set, which results in a computa-
tionally intensive process, since it requires a large number of
k-nearest neighbor queries. Because of this issue, designing
efficient and reliable intrusion detection systems based on
the LOF method is challenging.

Several methods have been proposed to reduce the compu-
tation time of the LOF method. The general idea of these
approaches is to reduce the number of distances that need
to be computed [1, 11]. However, these methods are very
slow when working with high dimensional spaces (i.e., when
the number of classification features is large).

Given the recent popularization of Graphics Processing Units
(GPU), and the increased flexibility of the most recent gen-
eration of GPU hardware, and combined with high-level
GPU programming languages such as CUDA, we would like
to consider if LOF classification can be effectively acceler-
ated using a GPU platform. The key to obtain good speedup
with a GPU is to carefully map the data-parallel algorithm
on to the available hundreds of processing cores. Many at-
tempts have been made to use graphics processors for several
traditional data mining techniques that include neural net-
works [15], support vector machine (SVM) [4] and recently
for k-nearest neighbor (KNN) [7]. Since LOF shares a lot of
similarities to KNN, this has motivated us to explore accel-
eration of LOF on a GPU platform.

In this paper we propose a CUDA implementation for the
LOF algorithm to accelerate the processing throughput of
an intrusion detection system. We compare runtimes of LOF
run on an NVIDIA G200 class of GPUs. We compare this
execution to runtimes on an X86 CPU. Our results show
that we can accelerate LOF by more than 100X when using
the GPU. We also study the impact of three different classi-
fication parameters that can impact the scalability of LOF
GPU implementation in terms of performance: 1) the size
of the input data set, 2) the number of neighbors, and 3)
the feature space dimension. Our results show that changes
to these parameters have only a small impact on the com-
putation time on a GPU, whereas they have a much more
dramatic effect on a CPU.

The rest of this paper is organized as follows. In Section
2 we describe the LOF algorithm considered in this work
and discuss our implementation in CUDA. In Section 3, we
describe our target intrusion detection application that has
motivated this study. We present execution performance
results in Section 4, and conclude the paper in Section 5.

2. THE LOCAL OUTLIER FACTOR (LOF)

METHOD

2.1 Algorithm Overview

The main goal of the LOF method is to assign to each ob-
ject a degree of being an outlier [3]. This degree is called
the local outlier factor (LOF) of an object. It is local in the
sense that the degree depends on how isolated the object
is when compared to its surrounding local neighborhood.
The concept of a local outlier is an important one since in
many applications, different portions of a data set can ex-
hibit very different characteristics, and it is more meaning-
ful to decide on the possibility of an object being an outlier
based on other objects in its neighborhood. In the LOF al-
gorithm, the difference in density between a data object and
its neighborhood is the degree of being an outlier, known as
its local outlier factor. Intuitively, outliers are the data ob-
jects with high LOF values, whereas data objects with low
LOF values are likely to be normal with respect to their
neighborhood. Possessing a high LOF value is an indication
of a low-density neighborhood, and hence, a higher poten-
tial of being an outlier. The computation of LOF values
requires finding the k-nearest neighbors. To better under-
stand the LOF method, we next provide a brief overview of
the k-nearest neighbor (KNN) approach.

2.2 Review of the k-nearest neighbor method
The definition of the KNN search problem is: given a set S
of reference points in a metric space M and a query point
g € M, find the the k nearest (closest) reference points in S to
g. In many cases, M is taken to be d-dimensional space and
the distance (closeness) is measured by either the Euclidean
distance or Manhattan distance. Figure 1 shows an exam-
ple of the KNN search problem with k = 4. A ”brute force”
approach is usually used to implement the KNN search. Fol-
lowing this approach, all distances between the query point
g and all reference points in S are computed and then sorted
in ascending order. The top k smallest reference points are
then selected. This process should be repeated for all query
points. The time complexity for this approach is O(n?).
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Figure 1: Example of KNN search problem, with k
= 4.

2.3 The LOF algorithm

The algorithm for computing the LOF value of an object p
in a data set D has several steps:



Let D be a data set, p, ¢, and o are some objects in D, and
k be any positive integer. The distance function (for exam-
ple Euclidean distance) d(g, p) denotes the distance between
objects p and q.

1. Computing (k-distance of p):
For each data point p, find k-distance(p), the distance
to its k-th nearest neighbor. Data points that lie within
k-distance(p) to data point p are in its k-distance neigh-
borhood.

The k-distance of p is the distance d(p,0) between p
and o such that:

(a) For at least k objects o’ € D\ {p} it holds that
d(p,0") <d(p,0) and

(b) For at most k—1 objects o’ € D\ {p} it holds that
d(p,0’) <d(p,o)

k-distance(p), provides a measure of the density around
the object p, when k-distance of p is small that means
the area around p is dense and vise versa.

2. Finding (k—distance neighborhood of p):
The k-distance neighborhood of p contains every object
whose distance for p is not greater than the k-distance.

Nluiistanu’(p)(p) ={geD\{p} ‘ d(p,q) < k_distance(p)}
3. Computing the (reachability distance of p wrt object

0):

For each data point g in the k-distance neighborhood
of p, define the reachability distance of p with respect
to q as max{k-distance(q), d(p,q)}, where d(p,q) is the
distance between p and g. The reachability distance of
object p with respect to object o is:

reach_disty(p, 0) = max{k-distance(0), d(p, 0)}

4. Computing (the local reachability density of p):
The local reachability density of an object p is the
inverse of the average reachability distance from the
k-nearest neighbors of p:

. -1
LoeN, () reach—disty (p,0)
Irdi(p) = [_ ‘ INe(P)]

Essentially, the local reachability density of an object
p is an estimate of the density at point p by analyzing
the k-distance of the objects in Nx(p). The local reach-
ability density of p is just the reciprocal of the average
distance between p and the objects in its k neighbor-
hood. Based on local reachability density, the local
outlier factor can be defined as follows.

5. Computing the local outlier factor of p:

The local outlier factor is a ratio that determines whether

or not an object is an outlier with respect to its neigh-
borhood. LOF(p) is the average of the ratios of the
local reachability density of p and that of p’s k-nearest

neighbors.
. Ird(0)
0EN(p) W
LOF(p) = — p)

In order to illustrate the idea of the LOF approach, con-
sider the simple two-dimensional data set shown in Figure 2.
There is a much larger number of items in cluster C1 than in
cluster C2, and the density of the cluster C2 is significantly
higher than the density of cluster C1. With our notion of a
"local” outlier, we wish to label both objects pl and p2 as
outliers. Due to the low density of the cluster C1, it is clear
that for every item g inside the cluster C1, the distance be-
tween the item g and its nearest neighbor is greater than the
distance between the item p2 and the nearest neighbor from
the cluster C2, and so the item p2 will not be considered as
outlier. Therefore, utilizing a simple nearest neighbor ap-
proach based on computing the distances fails to detect the
outlier in these scenarios. However, the item pl may be de-
tected as an outlier using only the distances to the nearest
neighbor. Alternatively, LOF is able to capture both out-
liers (p1 and p2) due to the fact that it considers the density
around the points.
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Figure 2: Example of LOF algorithm.

2.4 LOF CUDA implementation

The pseudocode of the LOF algorithm provided in Figure 3
shows that LOF exhibits a high degree of data parallelism.
Given this property, LOF seems to be ideally suited for a
GPU implementation. The compute-intensive step of the
LOF algorithm lies in computing the reachability distances
defined as: [reach_dist_k(p,0) = max(k_distance(0), d(p, 0))].

Computing reachability for p involves computing distances
of all objects within p’s neighborhood The runtime complex-
ity of the algorithm is O(n* time for a KNN query), where n
is the size of the database D. For the KNN queries, if a brute
force search method is used, the resulting computation has
a complexity of O(n?) for LOF. However, since the compu-
tation of the distances between any pairs of points in a data
set are independent, this can be fully parallelized on a GPU.

Our LOF CUDA implementation consists of multiple ker-
nels, each of which is data dependent on the other; we could
have integrated the multiple small kernels into one large ker-
nel, though due to the sorting step of the algorithm, an in-



INPTUUT: i (number of neighbors)
D {a set of data points)

OUTPUT: LOF values (a vector with local density factors)

ASEUME: & distance(D) p) —return a matrix that contains the
k_distances neighbors and their
k. distances
reach_dist_kip) — return the local reachability
density of each # €D
BEGIN
laf a— NULL
FCE. each data point p
KhNeighbors e— Kk _distance (D, &)
Ird <*+——reach dist k (FKNNeighbars, i)
FCE. each p in KNMNeighbors
tenplaffi ] +— sum (rd[0SN (01 DWiIrdG DI NE))
lof =+—— max{laf tenplaf)
EETURN topidad)
END

Figure 3: The LOF Algorithm

tegrated approach would be much less efficient. This series
of kernels are invoked inside a loop iteration, with each loop
iteration processing a subset of the input data set that fits
nicely in GPU memory. We have shown in prior work that
it is critical to perform a proper mapping of the data set to
the GPU memory subsystem to obtain high performance [9].

To achieve high performance on a GPU using CUDA, we
need to consider a number of optimization factors. During
the course of our code development we applied two differ-
ent classes of optimization techniques. First, we explored
the best thread configuration to obtain the highest hard-
ware utilization, based on the amount of shared memory
used and the number of register used. Second, we employed
different memory spaces available on the GPU to help im-
prove memory bandwidth; we base our mapping decisions
based on the data access pattern present in each computa-
tional kernel. These two optimization techniques have been
shown to be extremely effective optimization techniques for
CUDA programs [8, 12, 13]. In our case, we found that
using shared memory for temporal data reuse and texture
memory for more randomized memory access patterns to-
gether contributed significantly to the overall GPU speedup
achieved. Proper memory mapping will increase the effec-
tive memory bandwidth and reduce the number of expensive
off-chip memory accesses.

3. THE INTRUSION DETECTION APPLI-
CATION

The motivating application for accelerating LOF is to con-
struct an efficient intrusion detection system. In order to
build an effective IDS using the LOF method, we need data
to train our system. For this we employ a profiling approach
that does not make assumptions about malicious behavior
on the system being protected, other than that it is “outlier”
from normal behavior. For example, in a production envi-

ronment, new servers are often “stress tested” for many days
or weeks with actual or realistic workloads before they are
deployed. During such time, the behavior of the server can
be profiled, and substantially different behavior encountered
post-deployment can be flagged as potentially malicious.

Figure 4 demonstrates a high level design for the intrusion
detection system framework. The input to the intrusion de-
tection system is a stream of data extracted and transformed
into features traces. These traces are then used for training
LOF algorithm as well as for classification.

Ancmaly detection
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Feature Construction

Streaming Data

Figure 4: High level design of the intrusion detection
system

4. EXPERIMENTS AND RESULTS

In this section, we report our experimental results, focus-
ing on the scalability of our GPU implementation as com-
pared to a multi-threaded CPU baseline. We also consider
scalability in terms of three LOF design parameters: 1) in-
put data size, 2) neighborhood size, and 3) space dimen-
sion (feature space). To demonstrate the scalability and
speedups of our GPU implementation, we compare it with a
multi-threaded CPU implementation developed in C (com-
piled with gce 4.2). We run our GPU implementation on a
NVIDIA GeForce GTX 285 GPU, using CUDA version 2.3.
The CPU host system is equipped with an Intel Core 2 Duo
running at 2.66 GHz with 2 GB main memory, running the
Fedora 11 Linux operating system.

Tables 1 and 2, show the computation time in seconds for
our two implementations LOF on a GPU and a CPU (LOF-
CUDA and LOF-C, respectively). Here, k corresponds to
the number of nearest neighbors, n corresponds to the num-
ber of reference and query points and d corresponds to the
feature space dimension.

The main result of this paper is that by mapping the algo-
rithm to a GPU, we can greatly reduce the execution time
needed to compute LOF. According to Tables 1 and 2, our
GPU execution (LOF-CUDA) is up to 100 times faster than
LOF-C. For instance, with 3620 data points and with k =
40, the computation time is 24 seconds for LOF-C, whereas
the execution is less than half a second for our LOF-CUDA
implementation. Note that results in Table 1 are generated



k LOF implementation | n=1810 | n=3620 | n=5430 | n=10860
k=1 LOF-C 1 1 2 3
LOF-CUDA 0.08 0.10 0.08 0.09
k=20 LOF-C 7 12 19 36
LOF-CUDA 0.12 0.13 0.13 0.13
k=40 LOF-C 12 24 36 72
LOF-CUDA 0.18 0.21 0.22 0.26
k=80 LOF-C 24 48 72 94
LOF-CUDA 0.41 0.50 0.55 0.63
k=100 LOF-C 31 60 90 123
LOF-CUDA 0.56 0.68 0.76 0.85

Table 1: Comparison of the computation time, with respect to the size of data set and the number of neighbors

(all numbers in seconds)

d LOF implementation | n=1810 | n=3620 | n=5430 | n=10860
d=5 LOF-C 7 12 19 36
LOF-CUDA 0.12 0.13 0.13 0.13
d=25 LOF-C 16 33 49 99
LOF-CUDA 0.13 0.14 0.14 0.16
d=50 LOF-C 29 59 88 177
LOF-CUDA 0.13 0.14 0.15 0.17
d=100 LOF-C 55 112 168 342
LOF-CUDA 0.14 0.15 0.16 0.20
d=200 LOF-C 107 215 323 726
LOF-CUDA 0.18 0.17 0.19 0.24

Table 2: Comparison of the computation time, with respect to the size of data set and the feature space

dimension (all numbers in seconds)

with d = 5, and for Table 2 we set k = 20.

Next, we want to explore the sensitivity of our two different
implementations to changes in input data size, size of neigh-
borhood and space dimension. For our intrusion detection
system, we will need to continually modify these parame-
ters to produce the highest detection rate, while minimizing
false positives. This may require us to run LOF for a range
of values across each of these input parameters. Figure 5
shows the performance of the two implementations in terms
of execution time in log-scale with respect to changing in-
put data size. As the trends in the graph indicate, our GPU
implementation scales very favorably as the input data size
increases, making it very suitable for large-scale data pro-
cessing.

In Figure 6 we plot the execution time vs. k (the size of the
neighborhood). The computation time scales linearly with
the size of k. The major difference between these implemen-
tations is the slope of the increase. Let us consider the case
where k = 20, the slope of LOF-C is much steeper than the
slope for the LOF-CUDA implementation.

The same trend can be seen in Figure 7, which shows the
impact of changing the feature space dimension on execution
time.In other words, our CPU implementation (LOF-C) is
sensitive to data size, size of the neighborhood, and the space
dimension in term of computation time. On the other hand,
the impact of these factors on the performance of our GPU
implementation (LOF-CUDA) is very small. Note that the

y-axis for Figures 5, 6 and 7 uses a log scale.

Exploiting the fact that our GPU implementation is fairly
insensitive to changes in the input parameters chosen is very
attractive to our intrusion detection application. The pro-
cess of analyzing and classifying data with LOF is generally
limited when the size of data is large, or when the space di-
mension is high. In fact, LOF detection capabilities are very
sensitive to the size of neighborhood. Our results show that
with high values of k, classification accuracy is improved.
However with our LOF CUDA implementation, we were able
to construct an accurate and reliable intrusion detection sys-
tem. The input to the intrusion detection system is a stream
of data detected by light-weight profiling on the protected
system. The data processed in a feature trace are used for
both training the intrusion detection system, as well as for
monitoring for malicious activity. Of course, near real-time
performance is needed in order to detect any malicious ac-
tivity before the system becomes fully compromised.

In Figure 8 we show an example of detecting a malware
trace using the LOF method. Each + in this plot corre-
sponds to a “malicious” (abnormal) data point and each o
corresponds to a “non-malicious” (normal) data point. The
x-axis is time, and the y-axis is the LOF value (degree of
outlying) assigned by LOF method. The vertical line rep-
resents the starting point of launching the malware on the
system. For perfect detection, each + should have a high
LOF value whereas each o should have low LOF value. If
the LOF-C implementation is used, it takes 54 seconds to
detect an intrusion (much too long to be practical), while
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Figure 5: The impact of data set size on execution
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with LOF-CUDA it only requires 0.13 seconds.

This considerable speedup we obtained exploits the highly
data-parallel nature of the LOF method on a many-core
GPU architecture. The desirable insensitivity observed from
the experimental result benefits from the fact that GPU be-
comes more efficient as data size increases thanks to better
memory latency hiding and hardware utilization. Note that
the execution time of the CPU implementation follows the
algorithm complexity as the input size increases. These two
benefits make a GPU a very attractive platform for our in-
trusion detection application.

5. CONCLUSIONS

In this paper, we have developed a GPU-enabled CUDA
implementation for the local outlier factor method. Our
motivating application was to accelerate intrusion detection
on a software security platform. This application requires
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Figure 7: The impact of feature space dimension on
execution time. The y-axis is in log scale.
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Figure 8: Example of detecting a malware using the
LOF-CUDA implementation.

that we can perform both timely and accurate detection of
anomalies. LOF is a very powerful outlier detection method.
LOF defines the notion of local outlier in which the degree
to which an object is an outlier is dependent on the density
of its local neighborhood, and each object can be assigned
an LOF which represents the likelihood of that object be-
ing an outlier. Although the concept of local outliers is a
useful one, the computation of LOF values for every data
object requires a large number of k-nearest neighbor queries
and can be computationally expensive. Thus, it become a
challenging issue when it comes to designing an efficient and
reliable intrusion detection system. The popularization of
the Graphics Processing Units (GPU), and the introduction
of high-level GPU programming languages such as CUDA,
have helped accelerate many algorithms that exhibit data-
level parallelism.

In this paper we have presented a study comparing the ex-
ecution time of LOF run on both a CPU platform and a



GPU platform. Besides gaining over a 100X speed-up, we
observed that the size of the data set, the number of neigh-
bors and the space dimension have only a small impact on
the computation time when run on a GPU, versus the linear
scaling experienced on a CPU.

In future work we will be exploring mapping additional ma-
chine learning applications to the GPU, and particularly fo-
cus on how to accelerate feature selection, which can be a
compute intensive application. We also would like to con-
sider how machine learning algorithms will scale on AMD
GPUs, and will pursue future library development using
OpenCL.
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